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Abstract. The Internet of Things (IoT) is one of the most common applications in both
industrial operations and home automation, as well as in the world of network engineering. On
the other hand, wireless mesh networks (WMNSs) are a networking technology that has been
discussed for decades but has not been widely used. They can make a significant difference
when it comes to networking in today's 10T world. This paper is a brief introduction to WMNs
in 10T networks, mentioning the advantages and disadvantages of using WMNSs in loT
networks, and highlighting the main challenges these networks face.
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1 Introduction

With the substantial growth of the semiconductor industry, creating small devices with strong
processing and networking capabilities is no longer a dream for engineers. Currently, the
Internet of Things (IoT) has become one of the hottest topics in both industry and academia in
the field of wireless communications. Today, most research related to IoT devices focuses
primarily on data collection and processing units, i.e., creating new sensors. However, the
network that integrates 10T devices with the internet is usually left unchanged using current
computer networking solutions such as WLAN or Bluetooth. These computer networks were
not designed for low-power devices like remote sensors, even if these devices are considered
small computers. [1] The single point of failure nature of these networks makes the entire
system highly vulnerable to disasters or even harsh environmental conditions where sensors
may need to be deployed in hard-to-reach locations.

Additionally, the capacity of the central hub/router of the network can limit the coverage
provided by loT devices, and the range is also constrained by the same factors. Since most of
these remote devices are small and battery-operated, power-hungry networking options such as
using cellular networks or satellites are not ideal for most remote 10T scenarios. [2]

A wireless mesh network (WMN) is a communication network composed of radio nodes
organized in a mesh topology instead of the star topology used in most networks, according to
Akyildiz X. Wang in the book on wireless mesh networks. It's not a new concept at all,
originating from multi-hop networks in the 1970s from the Packet Radio Network (PRNET)
created by the Defense Advanced Research Projects Agency (DARPA) of the U.S. Department
of Defense. Later in the 1990s, many other civilian solutions were proposed and established for



various purposes such as extending broadband services. [3] The distributed nature of WMNs
with their simple configuration is ideal for application in 10T networks to leverage their
extended range as well as keep device design simple using smaller mesh modules. Such
networks are also more resilient in harsh environments where the network is distributed without
a single central point of failure. In this paper, | will discuss all these features of WMNSs in detail
and why these features make WMNs ideal for 10T networks compared to traditional star
networks, as well as discuss how to integrate WMNSs into current 10T networks or design an loT
network with this new feature from scratch.

2 WIRELESS MESH NETWORKS

2.1 Introduction to Wireless Mesh Networks

The main difference between wireless mesh networks (WMNSs) and traditional star networks
is that WMNs are wireless networks with the ability to dynamically self-organize and self-
configure, creating network connections automatically between nodes in the network, while
traditional star networks have a star topology meaning all end nodes are connected to a single
central point that connects to the upper layer of the network. Figure 1 illustrates the structure of
both networks.

Figure 1: Mesh Networks and Star Networks
Currently, WMNs are adopted in several places mainly in three different forms as follows:

e Infrastructure/Backbone WMNSs
As shown in Figure 2, this type of mesh network involves mesh routers forming
infrastructure for clients to connect to. Devices within the coverage area of the mesh router still
form a star network, while mesh routers form a network with self-configuring and self-healing
links between them. With the gateway function, mesh routers can be connected to the internet.
Infrastructure/backbone WMNSs are the most used as they are simple and easy to integrate with
existing devices by simply installing routers in the mesh networks

TUJES. Open Access. LRN 293-2022 Available at www.tu.edu.ly | 2



Wireless mesh
backbone

: . NN
o Meshrouter ~*-..  Mesh router. o ’oux;; =~ ¢
E \\ﬂ?}.qawwuy ‘ . with gateway . 5 Wired clients
Mesh router §eeemmeas LS _______ RN Mesh router !
with gatewaytindge 3 ol RS e _. Withgateway/bridge
I S Wireless
-’ = chents
~ . Mash router - sSSP
. .« Mesh router / .
' @ *- Awith gatewaylbridge T gafewayfbridge & é g
| s— B -
Access point e e 5 =T Sensor _sink node
Wi-Fi 1 ] é Sensor
networks 1 networks
Base station Base station
Cellular WiMAX
networks networks

Figure 2: Infrastructure/Backbone WMNs

e Client WMNSs
Client meshing provides peer-to-peer networks between client devices like a large ad hoc
network. In this type of architecture, client nodes form the actual network to perform routing
and configuration functions as well as provide end-user applications to the clients. Thus, a mesh
router is not required for this type of network. Usually, this type of network is not available for
internet access. [4]
e Hybrid WMNs
As shown in Figure 3, hybrid mesh network architecture is a combination of
Infrastructure/Backbone WMNSs and Client WMNS.

Internet

-

Wireless Mesh

Bark;m
= Mesh Roiter =~ i
2 TR ’ S Mesh Router ~ ~
f Wy > N :‘Ih IP Gatewny _
¢ / \ ' Y
’ P R ! \ ] N %
* ) vy Mush Router
’ Mesh Ropter ermey TR e 3
4 with Gateway/Brigige d | 7 s~k 4 o g = with Gateway/Bridge
’ d v A
. ‘
Wi-Fl, Wi-MAX, Mesh Routef Mesh Rosser \h«‘ Router
Semsor Networks, '
Cellular Networks, etc. -
i E ; > Conventional Clients
. " E
8

Lt

Wireless Mesh Clients

Figure 3: Hybrid WMNs
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In hybrid mesh network architecture, mesh clients can access the network through mesh
routers as well as directly mesh with other mesh clients. While the infrastructure provides
connectivity to other networks such as the internet, routing capabilities for clients enhance
connectivity and coverage within the mesh network.

e Benefits of WMNs in 10T Networks

WMNSs can offer numerous advantages to IoT networks, the most notable being network
multiplicity. When using the infrastructure mesh network architecture, adding a new router
simply requires placing the new device in the field within the range of the existing network. The
network range and capacity expand without the need for additional cables and connections. For
the hybrid network, this process is even simpler. Placing new 10T devices in the field where the
old mesh network covers makes the new sensor work immediately. This is thanks to the self-
configuration feature of the network that automatically expands the network. Hence, the
network architecture is simpler, and the cost of covering a wider area, especially in rural areas
without reliable network coverage everywhere, is significantly lower. [5] Power consumption
can also be greatly reduced when connecting remote 10T sensors or other devices to the
network. Devices can connect only to the nearest mesh device rather than a far-off network
center, and in the case of the hybrid network, it can be the adjacent node. This can form a chain
of 1oT devices, reducing the power cost for the network center to cover the farthest device.

e Drawbacks of WMNSs in 10T Networks

Of course, WMNs have some drawbacks. The non-traditional mesh architecture requires
support for a new network protocol that must be compatible with the existing network as loT
devices will eventually connect to the internet. Additionally, network repairs when there is a
widespread disruption can be more difficult, as it can be challenging to detect disconnections
when a large network is fragmented. [6] However, this can be resolved by introducing an error
check report into the network packets, but at the cost of a slower network. Finally, delay and
network scalability are also affected by the nature of WMNSs. As proven by Belding-Royer EM
et al. in the famous paper, delay and data rate in the network must also be determined. This may
not be an issue in 10T devices, but it should be considered when choosing the right tool for the
required task. [7]

3 Applications of WMNs in 10T

3.1 Home and Personal Networks

Home and personal networks are a great example of how WMNs can make a network more
efficient and effective. In a home network scenario, a WMN can be used to ensure that every
corner of a large home is covered without needing expensive signal boosters. Every 10T device
in the home can easily connect to the network via mesh routers placed around the home. [8]

3.2 Healthcare and Hospitals
Healthcare and hospital environments are another ideal place for WMNs. Mesh networks can
be used to connect medical devices and wireless equipment, ensuring continuous connectivity
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even if one device fails. These networks can support 10T devices used for patient monitoring,
collecting vital data, and transmitting it to doctors in real-time.

3.3 Smart Cities and Buildings

In smart city and building applications, WMNs can provide reliable and extended
connectivity solutions. These networks can be used to connect smart lighting systems,
environmental sensors, and security systems, enhancing city management and building
infrastructure efficiency.

3.4 Industry and Smart Factories
Industry and smart factories are environments that can significantly benefit from WMNS.
These networks can be used to connect smart machines, sensors, and industrial equipment,
enabling real-time data exchange and improving production processes. Mesh networks can
enhance operational continuity and reduce unplanned downtimes.
4 Challenges and Considerations
WMNSs face numerous challenges that require innovative and effective solutions to ensure
reliable and secure network operation. With advancements in technology and protocols, these
challenges can be overcome, and the full benefits of WMNs can be harnessed in loT
environments. Some of these challenges include:
4.1 Security:
e Security risks: WMNs are exposed to a variety of security threats such as man-in-the-
middle attacks, Denial of Service (DoS) attacks, and data tampering.
e Data encryption: Securing communications requires strong encryption, which can
increase network complexity and resource consumption.

4.2 Power Management:
e Power consumption: Since many loT devices are battery-powered, efficient power
management is essential to ensure long battery life.
e Efficient protocols: Energy-efficient network protocols are needed to ensure
devices remain connected for as long as possible.

4.3 Bandwidth Constraints:
e Bandwidth distribution: Increasing the number of connected devices requires
efficient bandwidth management to ensure performance does not degrade.

e Network congestion: Congestion in the network can lead to data delays and packet
loss, affecting the quality of service.

4.4 Delay and Latency:
o Data transfer delay: The multi-hop nature of the network can increase the delay in
data transfer between devices.

e Performance optimization: Routing protocols need to be optimized to ensure
minimal delay and latency.
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4.5 Scalability:
e Adding new devices: The network must be able to accommodate a large number
of new devices without performance degradation.
e Management complexity: As the network grows, managing and monitoring
connected devices becomes more complex.

5 Conclusion
Wireless Mesh Networks (WMNSs) offer significant benefits for 10T networks, including

scalability, power efficiency, and robust connectivity. However, these networks also face
several challenges, including security risks, power management, bandwidth constraints, delay,
and scalability issues. Despite these challenges, WMNs have great potential to enhance loT
applications in various fields, such as home networks, healthcare, smart cities, and industry.
Future research and development in this field will focus on addressing these challenges and
optimizing network performance to fully leverage the capabilities of WMNs in loT
environments.
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